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Scientific imaging and subsequent image processing can involve countless parameters. Proper bookkeeping of 

imaging and image processing operations and associated parameters is tedious and error-prone, but these 

metadata are highly valuable for image interpretation and reproducibility for experiments in general, and 

scientific imaging in particular. Core laboratory work benefits when imaging protocols are detailed enough to 

share and inform other experiments, especially when the documentation suffices to make experiments 

reproducible. Using the industry-backed open source project, Hyperledger fabric [1], we have developed and 

describe here the blockchain image management system (BIMS), a open solution that encodes metadata 

records in a secure ledger that is access-restricted, tamper-proof, fault-tolerant, and collaboration-ready. 

The BIMS solution serves the joint purposes of capturing all relevant metadata and then encoding it with 

utmost security and data integrity so that it will never be lost. The standard for lab notebooks and other 

recordkeeping should be that enough details are documented for others to reproduce the experiments. This 

standard is easy to understand for the activities of image acquisition and image processing. For microscopy, 

every user-accessible parameter on the microscope, from optics to digitization, must be recorded. For image 

processing, every operation that transforms any of the pixel data must be logged. 

We provide a reference implementation for how image processing software can meet the reproducibility 

standard described above. Dragonfly, commercially-supported image processing software which is free for 

non-commercial use, includes a number of utilities that range from image enhancement to image segmentation. 

Like any software, it is important to record not only the operations performed, but the specific parameters. We 

have extended the Save Image capability of Dragonfly; specifically, we have taken Dragonfly’s action log--a 

detailed recording of every operation performed by the user--and redact all the logged operations that do not 

affect the image of interest, and then save the relevant details encoded in the saved image file. Because this 

action log captures pure Python code (in addition to human-readable documentation), the saved operations and 

parameters establish a reproducibility macro. The software includes a Macro Player that can reproduce this 

sequence of operations on the same data, or related data, even for distributed batch processing [1]. 

Blockchain is a technology for recording transactions in a secure and distributed manner. The goals of 

blockchain are data integrity and data security. No user can contribute nor delete any detail to the ledger 

without proper authorization. Ledger updates cannot commence, unless distributed copies of the ledger are 

updated in a synchronized fashion. The result is a digital file that all stakeholders know has not been tampered 

with, is invulnerable to isolated computer failures, and can be shared across organizations. For this BIMS 

implementation, we developed with Hyperledger Fabric 1.4, an open-source, high-performance blockchain 

platform originally contributed by IBM and Digital Asset, and now hosted by the Linux Foundation. 

This solution is applied here to imaging and image processing, but it is easily extended to other scientific 

endeavors. There is great interest in making sure all scientific activity can be reproducible. Because of the 

openness of this BIMS platform, any scientific software can be extended to document workflows as well as 

harvest data from the the shared ledgers. 
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Figure 1. Dialog showing the MacroPlayer view of recorded operations that document and can reproduce 
image processing workflow. 
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