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Next to sea, land, air and space, ‘cyberspace’ appears to be the fifth operational domain for the
military. This manmade and virtual sphere brings along opportunities and threats. In this book,
academics of the Netherlands Defence Academy as well as specialists and military professionals
from other institutions analyse developments in cyber security. The authors use various fields of
expertise, enabling them to apply a truly multi-disciplinary approach.

Cyber threats affect states’ vital interests. By consequence, responses are required that
need to come from public authorities as well as organisations on the market and in civil society.
Additionally, this is not a national state’s affair; cyber threats are an international concern.

This collection of essays questions the premises and scenarios on which policy responses
are based. Are these scenarios describing real or imaginary threats? A number of contributions
specifically deal with this issue.

This volume also covers the process of ‘securitization’, the legal aspects of cyber opera-
tions, the use of social media in military operations as well as an economic analysis of the costs
of cyber dangers. Furthermore, the authors analyse organisational responses to cyber threats.
Resilience is the central term in this respect, both at the individual and the organisational level of
military HQs and strategic network management. An analysis based on operations research and
game theory illustrates the vulnerabilities of digital networks. No matter how dangerous cyber
threats may look at face value, one should not overdramatise the dangers, as the last chapters
seem to imply.

In all contributions, the authors have attempted to combine academic theory with practical
views and suggestions. This makes this book valuable not only for people from academic life, but
particularly also for people who struggle with the intricacies and worries of cyber threats in their
everyday (professional) life.
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tional law and the conflict of laws, including their comparative legal aspects. These articles must be original
and may be of any length up to a maximum of around 35 printed pages each of approximately 450 words.
Shorter articles and commentaries of between 5 and 10 printed pages are also published.
The NILR also publishes book reviews and reports of Dutch judicial decisions involving questions of
private international law. These have a maximum length of 5 and 15 printed pages, respectively.

SUBMISSION OF MATERIAL

Authors are requested to send their manuscript to the Editorial Office NILR, c/o T.M.C. Asser Instituut,
P.O. Box 30461, 2500 GL The Hague, The Netherlands; Tel. +31(70)3420300; Fax +31(70)3420359;
E-mail: nilr@asser.nl. All submitted material should be in English, preferably in Word format, and should
include an abstract of about 200 words, 4-8 keywords, and a ‘header’ of a maximum of 40 characters.
All articles will be peer reviewed. Articles submitted to NILR may not have been previously published and
should not simultaneously be under consideration elsewhere. Electronic pre-prints of a paper or article on
public websites or networks, not including personal or departmental websites or institutional repositories,
must be removed at the latest upon acceptance for publication.

Manuscripts may be submitted at any time of the year and, if accepted for publication, will be pub-
lished at the earliest available opportunity.

EDITORIAL POLICY AND DISCRETION
The Board of Editors exclusively reserves the right to suggest modifications and/or additions to all materi-
als accepted for publication, and further reserves the right at any time to reject or to withhold or postpone
the publication of any material.
The decision of the Board of Editors will be final.

REVISION
All material accepted for publication may, at the discretion of the Managing Editor, be subjected to
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mother-tongue is not English.
In all such cases the revised text will be sent to the author for his/her approval.
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Authors will receive proofs for approval. All accepted material will have been adapted and type-set in the
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the house-style are available upon request.
Authors may make minor changes or additions to the galley proofs. Substantial modifications, however,
may only be made in consultation with and with the consent of the Board of Editors.

COPYRIGHT
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offer to publish implies, however, that authors agree to an embargo on publication elsewhere, either in
English or another language, for a period of two years following the date of publication in the NILR.
Authors grant the T.M.C. Asser Instituut and T.M.C. Asser Press the exclusive license to publish their
contribution worldwide in hardcopy and on-line.

The permission of the Board of Editors will be necessary before the article can be subsequently pub-
lished elsewhere.

Authors retain the right to post either their own version of their contribution as submitted to the NILR
or their own final version of their contribution as accepted for publication prior to editorial input of the
publisher on their own personal or departmental websites or in the institutional repository of the institution
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statement that the paper has been accepted for publication and will appear in a revised form, subsequent
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right holder. The definitive version may be published on the author’s personal or departmental website,
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prominent statement of full bibliographical details, copyright notice, and link to the online edition of the
NILR. The definitive version may be posted on the institutional repository, no sooner than one year after
first publication of the article in the NILR, subject to file availability and including a prominent statement
of full bibliographical details, copyright notice, and link to the online edition of the NILR.
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