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Technology and the Civilianization
of Warfare
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The ongoing armed conflict between Russia and Ukraine demonstrates the

crucial role of technology in modern warfare. Digital networks, informa-

tion infrastructure, space technology, and artificial intelligence (AI) offer

distinct advantages: connectivity can help protect civilians in peril (such as in the

besieged city of Mariupol); AI software can transform data into valuable military

intelligence; GPS-guided smart weapons can minimize collateral damage; and

high-resolution satellite imagery can expose disinformation, humanitarian crises,

and potential war crimes. In general, the wealth of (open-source) intelligence

allows an unprecedented transparency that significantly reduces the “fog of

war,” a factor that can impair ethical decision-making.

However, the use of new technology in the Russia-Ukraine war also raises chal-

lenges. In this essay, I focus on the way it exacerbates a rather familiar challenge:

the participation of civilians in warfare. As a phenomenon, the “civilianization of

warfare” is hardly new. But in today’s high-technology warfare, the civilian

world is drawn in far more easily and profoundly than before. That raises an

important normative question: how do we weigh the moral benefits and risks of

technology-enabled civilianization of warfare? I focus on a notable Ukrainian

example: the widespread civilian use of smartphones to contribute to military

operations. What are the normative dimensions of such civilian participation?

In this essay, I will examine the answer to this question using three prominent

lenses: international humanitarian law (IHL), conventional just war theory
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(JWT), and revisionist JWT. The analysis shows that civilians could lose their

legal protections by directly participating in hostilities, which conventional JWT

would justify. Revisionism, however, sheds doubt on the moral liability of

Ukrainian civilians, while also providing additional tools for evaluating the causal

relationship between a particular contribution and threat. Based on an assessment

of the wider implications of technology-enabled civilianization of warfare, includ-

ing the blurring distinction between combatants and civilians, I argue that a high

degree of caution is well advised; civilians are best kept away from the battlefield.

At a minimum, states ought to exercise restraint in mobilizing civilians and

inform them of the implications of their actions.

“Smartphone Warfare”

Technological advances have allowed Ukrainian citizens to play a significant role

in the defense of their country against Russia’s invasion. Anyone with a smart-

phone can transmit relevant information in real time, such as the locations of

Russian troops, military equipment, and other persons or objects of interest.

The large number of mobile devices equipped with cameras, in combination

with accurate positioning data transmitted through position, navigation, and

timing satellites, like GPS, and connectivity through digital networks (most nota-

bly Starlink’s satellite network), have made such reporting possible. Moreover,

advances in AI have increased the speed and accuracy of the verification and anal-

ysis of information. This includes the ability to fuse large amounts of data from

different sources (such as social media posts, human intelligence, acoustic sensor

data, satellite imagery, and surveillance footage from unmanned aerial vehicles) to

produce valuable military intelligence.

There are a variety of smartphone apps that civilians can use. These range from

dedicated air defense apps; to social-messaging apps; to preexisting government-

created apps such as Diia, a widely used Ukrainian government portal for docu-

ments such as digital IDs and driver’s licenses. After the Russian invasion, this app

was upgraded with an E-Enemy feature, enabling civilians to upload location-

tagged photos, report enemy positions, and give tips on “suspicious” persons.

Another example is the newly developed air defense app ePPO, which makes

use of GPS and a smartphone’s internal compass, and can be used in tandem

with Diia to report incoming Russian drones and missiles. The information is

passed on to air defense units, analyzed, and combined with radar information
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and other data using AI to estimate the target and route. The ePPO app has sig-

nificant military value, and is said to be successful in defensive operations against

Russian attacks. In October , civilian use of this app reportedly led to an

incoming Kalibr cruise missile being shot down. Ukrainian authorities also

launched chatbots to enable citizens to share information on the location of

Russian troops, and provided public instructions on how to use them. The

Financial Times described a civilian who, upon seeing a Russian convoy, “imme-

diately opened ‘STOP Russian War,’ a Telegram chatbot created by the security

services, and input the location. He also put a pin in the Google Maps location,

screenshotted it, and sent that, plus everything else he knew.” Half an hour

later the convoy was attacked by the Ukrainian armed forces.

In this way, high-technology warfare exacerbates the civilianization of warfare.

While civilian participation is not uncommon, such as in guerilla warfare, new tech-

nologies significantly lower the threshold. Having a smartphone makes it easy for

civilians to contribute to the war effort, and perhaps even turns them into “fighters”

when crowdsourced intelligence is an essential part of the targeting process. Yet

this ease comes at a price: it increases the risk that those civilians will be harmed

or killed. And indeed, there are reports of Russian troops going door to door hunt-

ing for smartphones and laptops, and civilians being killed because Russian tank

photos were found on their phone. Could such targeting of civilians be justified?

A Normative Evaluation

Three distinct but related normative frameworks can shed light on the preceding

question: IHL, conventional JWT, and revisionist JWT. The principle of distinction

is central to IHL. It dictates that parties to an armed conflict must distinguish

between combatants and noncombatants, and between military and civilian objects.

Combatants, whether or not the military operation is lawful, are permitted to use

force against their adversaries within the constraints of IHL. Noncombatants,

on the other hand, are protected against direct attack. However, legal protections

can be lost when civilians directly participate in hostilities. Following the interpre-

tation of the International Committee of the Red Cross, civilian participation only

qualifies as such when it meets three criteria: threshold of harm, direct causation,

and belligerent nexus. Do civilians who use the type of apps described above par-

ticipate directly in the hostilities, in the legal sense? Although the exact legal inter-

pretation of these criteria is far from settled, use of these apps could meet this
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standard under certain conditions: when it is likely to adversely affect Russian mil-

itary capacity or operations, when there is a direct causal link between the voluntary

act (independently or as an integral part of a coordinated tactical operation) and the

resulting harm, and when it supports one party to the conflict to the detriment of

another. It seems plausible that some activities—taking a photo, writing a message,

and uploading information in an app—can qualify as direct civilian participation in

hostilities when there is a relatively direct causal relationship between providing

information and an attack, like in the STOP Russian war chatbot example above.

Contributions such as these affect the protected status of civilians and can make

it legally permissible to directly target Ukrainian civilians who participate in this

way.

This interpretation would be justified by conventional JWT. According to

Michael Walzer, the “legal equality of combatants” tracks the “moral equality of

combatants.” Combatants are instruments of the state, as it were, and they are

not responsible for the justness of the war itself. Moreover, they collectively

pose a threat “simply by fighting,” which makes them morally liable to attack.

As such, and in line with IHL, the jus ad bellum judgment is irrelevant when con-

sidering the rules of jus in bello—a distinction known as the “independence the-

sis.” War can be conducted justly when only those who forfeit their right to life

(just and unjust combatants alike) are directly targeted. As noncombatants have

done nothing to forfeit their right to life, they ought to be protected against the

dangers of war. However, when civilians intentionally engage in “warlike” actions,

thereby directly contributing to “the business of war,” they are no longer “inno-

cent” and become morally liable to attack. For Walzer, the type of causal contri-

bution matters. According to this “functional view,” providing combatants with

military resources qualifies as direct participation, whereas providing them with

welfare resources does not. Ukrainian civilians who transmit targeting informa-

tion using dedicated apps like ePPO are similar to civilians producing weapons:

they provide “what soldiers need to fight.” As a result, like civilians who lose

immunity when working in the war industry, so, too, do users of these apps

lose immunity when they are using them. While the legal threshold seems higher

than Walzer’s threshold for moral liability to attack, both lenses indicate that it

can be allowed to directly attack participating civilians, regardless of the justness of

the war.

Revisionist JWT, however, offers a third lens that leads to different answers. The

main reason is that revisionism rejects the “independence thesis.” This is because,
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in the words of Jeff McMahan, “the principles of jus ad bellum apply not only to

governments but also to individual soldiers, who in general ought not to fight in

wars that are unjust.” Taking an approach sometimes called “reductive individ-

ualism” as a starting point, revisionism assumes that war is no exceptional moral

domain, and therefore jus in bello norms should be reduced to the “normal” indi-

vidual, rights-based morality; that is, the norms regulating interpersonal killing.

This undermines the moral equality of combatants; only unjust combatants pose

an unjust threat and so forfeit their right to life. Russian troops are unjust com-

batants who fight a war of aggression. And while their moral guilt depends on

individual factors such as their intention, level of coercion, and information avail-

able to them, it is clear that they are not the moral equals of Ukrainian combat-

ants. This means that, in principle, both Ukrainian combatants and civilians are

permitted to attack Russian unjust combatants in self-defense. In doing so, they

do not forfeit their rights and remain nonliable to attack. As a result, the precise

criteria for moral liability are irrelevant: revisionism allows Ukrainian civilian par-

ticipation on the assumption that the civilians are defending themselves against

Russian combatants posing an unjust threat.

Where does this leave us? According to IHL and conventional JWT, Ukrainian

civilians who use these apps can be legitimate targets. Revisionism, on the other

hand, puts the justness of the war itself at the forefront. Although it remains

true that by participating in hostilities, these civilians risk losing their legal protec-

tions, revisionists would deny that this justifies targeting them. As autonomous

individuals in a society under threat, revisionists would argue, they are entitled

to take part in the defense against unjust aggression without thereby losing

their immunity as civilians. They do nothing to forfeit their right to life.

Particularly in this context, the moral commitment felt by Ukrainians to defend

their sovereign state and its population is quite understandable. Not only are

they invaded by an aggressor but also Ukrainian civilians are often indiscrimi-

nately targeted by Russian combatants. These revisionist conclusions might there-

fore be congruent with the moral intuitions of those observing the war. But

perhaps not everyone would share these intuitions. While just and unjust combat-

ants are not exactly each other’s moral equals, there are strong moral reasons for

applying IHL to them equally, especially in light of limiting the overall suffering in

war. That is, straightforward norms that address combatants as a collective

impose the same minimal standard to warring parties and so contribute to

restraint, which is less likely when norms are contingent on individual moral
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guilt and the often contested justness of the war. Moreover, when such jus ad bel-

lum assessments could convincingly be made, unequal norms would remove the

incentive to minimize damage for unjust combatants (as they are acting unjustly

even if they abide by IHL) and for just combatants (as they could be inclined to

disregard IHL in their fight against “evil”). Furthermore, in light of Russian

recruitment strategies and propaganda, it seems that many Russian soldiers really

are used as instruments of the state, often misled or coerced, and perhaps not in a

position to properly evaluate the justness of what they are fighting for.

However, if we disconnect jus in bello judgments from the justice of war and

assume that some attacks on participating civilians can be permitted, the line

proves very hard to draw. What type of causal contribution justifies the loss of

immunity? While it is true that using these apps can be seen as doing something

warlike (although not in the traditional sense of producing munitions), and while

it is also true that the causal connection can be temporally and geographically

direct, revisionists have suggested that the warlike function of a contribution is

not a decisive factor. Cécile Fabre challenges Walzer’s functional view; both the

moral relevance of the distinction between military and welfare resources and

the assumption that direct participation automatically leads to liability to attack.

Most participating civilians, she argues, would not in fact be liable because their

contributions are not significant enough. Indeed, it seems that most contribu-

tions described in this essay are relatively minor in light of the entire chain of

events. One report is likely to be a single piece of the puzzle that helps identify

a target, and there are multiple other agents and causal factors producing the out-

come, including the proximate causes (for instance, the actual attack on a Russian

convoy). At the same time, even a relatively minor contribution can be a signifi-

cant causal factor. One report from a civilian could, in theory, meet the sine qua

non test when the targeting would not be possible without it.

These complexities suggest that causality is a matter of degree. If so, it is per-

haps best conceptualized as a sliding scale, where gradations of causal contribu-

tions can be differentiated to determine appropriate consequences. Relatively

minor contributions would justify the imposition of minor consequences (for

instance, confiscation of the smartphone), while only direct and significant contri-

butions to the war effort would justify the extreme consequence of losing immu-

nity. The problem with these assessments, however, is that it is nearly impossible

to determine the degree to which a single report contributes to the threat. The

whole process involves myriad interrelated sequences, and the answer depends
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on the specific circumstances, the relative significance of other causal factors, and

whether or not the outcome would have occurred without that contribution.

Knowing exactly how direct and significant a contribution is in light of the entire

chain of events is very hard, especially for combatants on the battlefield. So,

while applying jus in bello equally to collectives is arguably the best way to foster

restraint, civilians breaking out of the “innocent collective” by participating in hos-

tilities nonetheless present complicated individual assessments; that is, the degree to

which someone contributes to a threat, and whether that justifies an attack.

Wider Implications

How do we evaluate the wider implications of this type of civilianization? And

should states welcome civilian participation in warfare? Undoubtedly, these

contributions can boost military effectiveness. The widespread use of apps aids

Ukraine’s defense against Russian aggression, and so can reduce the overall risk

to civilians. For example, civilian use of the ePPO app to report Shahed drones

and Kalibr cruise missiles allows them to be intercepted before they hit their

target. That military advantage and the extent to which it helps prevent loss

of life must be weighed against the risk that these contributing civilians are

harmed or killed as a result of their participation. In that balance, a more subtle

implication must also be taken into account: the increased risk for the entire

civilian population. Adversaries can take advantage of the uncertainties discussed

above, which can allow them to “flexibly” interpret the rules to their advantage.

One can question whether that matters in this particular context, given the seem-

ingly blatant disregard of the rules and the frequent targeting of Ukrainian civil-

ians and civilian infrastructure. Nonetheless, if combatants do attempt to attack

only legitimate targets, it will be profoundly complicated for them to determine

which individual contributions justify the use of force. The ease with which

those apps are used by civilians not distinguishing themselves as fighters makes

this even harder, and the phenomenon of mobile-mobilized civilians may feed

into a perception wherein the entire population poses a threat.

In that way, this type of civilianization blurs the military-civilian distinction and

thickens the fog of war. It diminishes civilian protections in Ukraine and, in the

long run, could negatively impact IHL compliance worldwide, undermining the

principle of distinction. An overall evaluation needs to balance these implica-

tions, including the military advantage of such civilian participation in terms of
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overall success of the military operation and specific advantages in combat; for

example, would a given Kalibr cruise missile be able to be intercepted even

without civilian use of the ePPO app? While I cannot determine the relative value

of these advantages here, it seems that the gravity of the risks will often outweigh

the benefits, especially the subtle but serious risk of an eroding principle of dis-

tinction. States should therefore, in principle, prevent civilian participation.

This is not what the Ukrainian authorities are doing. Ukraine does not prevent

civilian participation but actively mobilizes the population. The Ministry of

Digital Transformation promotes the use of the E-Enemy feature of the Diia app:

“Anyone can help our army locate Russian troops. Use our chat bot to inform the

Armed Forces.” And the ePPO app is touted as being able to let “civilians help

shoot down drones and missiles in Ukraine.” Participation is expected and encour-

aged as a patriotic duty. While the de facto military advantage may or may not justify

such mobilization of civilians, it seems that, at a minimum, Ukraine has a moral

responsibility to properly inform its citizens of the implications of those contributions.

As participation takes the form of something entirely familiar like using the govern-

mental app to quickly upload photos, it is not at all clear that civilians are aware of

those implications. Using one’s phone is usually not associated with “doing some-

thing warlike” and taking lethal risk. Therefore, there is a special responsibility for

states to inform citizens so that they understand the dangers involved and the poten-

tial loss of protected status; that is, their choices need to be informed choices.

Concluding Thoughts

Technology enables new ways of mobilizing civilians for war efforts, with unmis-

takable military advantages. It also, however, lowers the threshold for direct par-

ticipation in hostilities and blurs the military-civilian distinction, possibly eroding

the principle of distinction over time. Therefore, I have argued that, in principle,

states ought to protect their civilians by upholding the distinction between com-

batants and civilians, keeping the latter out of harm’s way. More specifically, states

should be extremely cautious when it comes to actively mobilizing civilians and, at

a minimum, inform them about the implications of using their smartphone to

participate in hostilities.
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 Ibid., pp. , –. “Liability to attack” here means that because someone’s right to life is forfeited in
some way, an attack would not wrong him or her.

 Ibid., p. .
 Ibid., p. . Adil Ahmad Haque, Law and Morality at War (Oxford: Oxford University Press, ),

pp. –. Here, Haque states that direct participation in hostilities can make civilians lawful targets,
but only those who do so for an unjust cause are morally liable to defensive killing. Further, civilians
participating in defense against an unjust threat are not morally liable unless their actions (threaten to)
harm immune enemy civilians. Nonetheless, in Haque’s view, killing civilians like directly participating
Ukrainians who fight for a just cause is less wrongful than killing civilians who do not participate.

 See Thomas Nagel, “War and Massacre,” Philosophy & Public Affairs , no.  (Winter ), pp. –
, at pp. –.

 Walzer, Just and Unjust Wars, p. .
 Conventional JWT and IHL come apart here: workers in a munition factory might do something “war-

like,” but that does not meet the direct causation criterion for direct participation in hostilities, and they
therefore would not lose their legal protections (although as the factory itself qualifies as a legitimate
target, they do risk being harmed and that could be permissible collateral damage).

 Other arguments that arrive at similar conclusions are presented in Christopher Kutz, “Fearful
Symmetry,” in David Rodin and Henry Shue, eds., Just and Unjust Warriors: The Moral and Legal
Status of Soldiers (New York: Oxford University Press, ), pp. –; and Yitzhak Benbaji, “A
Defense of the Traditional War Convention,” Ethics  (April ), pp. –.

 Jeff McMahan, The New York Times,  November , archive.nytimes.com/opinionator.blogs.
nytimes.com////rethinking-the-just-war-part-/. For a critique of combatant asymmetry,
see Dragan Stanar, “Revisionism and New Conflicts: Negation of the Possibility of War,” Serbian
Political Thought , no.  (January ), pp. –.

 Helen Frowe, Defensive Killing (Oxford: Oxford University Press, ), p. ; and Lazar, “Method in
the Morality of War.”

 IHL does not explicitly prohibit civilians from participating in an armed conflict, but if they do so, they
would not have the protections that combatants do, and they would not enjoy immunity for participat-
ing in hostilities.

 Walzer discusses suchmoral commitments of individuals to “defend their homeland and their political com-
munity” in the context of military occupation and guerilla warfare. SeeWalzer, Just and Unjust Wars, p. .

 Based on an empirical study of moral intuitions, Hanne Watkins and Geoffrey Goodwin show that
many people endorse the principle of combatant equality in the abstract, but in concrete situations,
combatant behavior is not judged symmetrically. However, when unjust combatants are believed to
be reluctant conscripts, their behavior is judged more equally and moral intuitions are more in line
with combatant equality. See Hanne Watkins and Geoffrey Goodwin, “Do Moral Judgments of War
Support the Principle of Combatant Equality? What Empirical Studies Tells Us,” Just Security,
September , , www.justsecurity.org//do-moral-judgments-of-war-support-the-principle-
of-combatant-equality-what-empirical-studies-tells-us/.

 See, for example, Janina Dill and Henry Shue, “Limiting the Killing in War: Military Necessity and the
St. Petersburg Assumption,” Ethics & International Affairs , no.  (Fall ), pp. –.

 Scott D. Sagan and Benjamin A. Valentino, “Just War and Unjust Soldiers: American Public Opinion on
the Moral Equality of Combatants,” Ethics & International Affairs , no.  (Winter ), pp. –.

 See, for example, James Pattison’s contribution to this volume: James Pattison, “Ukraine, Wagner, and
Russia’s Convict-Soldiers,” Ethics & International Affairs , no , pp. –. For legal justifications of
the independence thesis see Kubo Mačák, “In honor of Yoram Dinstein: The Separation Between the Jus
in Bello and the Jus ad Bellum,” Articles of War, Lieber Institute, Westpoint, May , , lieber.
westpoint.edu/separation-between-jus-in-bello-jus-ad-bellum/.

 See Cécile Fabre, “Guns, Food, and Liability to Attack in War,” Ethics , no. (October ), pp. –,
www.journals.uchicago.edu/doi/./#_i; and, similarly: McMahan, Killing in War, p. .

 On proximate causes, see David Rodin, “The Moral Inequality of Soldiers: Why Jus in Bello Asymmetry
Is Half Right,” in Rodin and Shue, Just and Unjust Warriors, pp. –. See further, for example, Journal
of Moral Philosophy , no.  (December ); and Helen Frowe and Massimo Renzo, “Introduction:
Symposium on Causation in War,” Journal of Applied Philosophy , no.  (July ), pp. –.

 This is true even if that minor contribution is followed by Ukrainian combatants acting as “intervening
agents” as proximate cause. See also, in this context, Helen Frowe’s example of the Nazi informer: Helen
Frowe, “Intervening Agency and Civilian Liability,” Criminal Law and Philosophy  (April ),
pp. –, at p. , link.springer.com/article/./s---.

 George P. Fletcher, Rethinking Criminal Law (New York: Oxford University Press, ), p. .

technology and the civilianization of warfare 73

https://www.cambridge.org/core/terms. https://doi.org/10.1017/S0892679424000121
Downloaded from https://www.cambridge.org/core. IP address: 18.117.165.180, on 02 Oct 2024 at 04:22:29, subject to the Cambridge Core terms of use, available at

https://archive.nytimes.com/opinionator.blogs.nytimes.com/2012/11/12/rethinking-the-just-war-part-2/
https://archive.nytimes.com/opinionator.blogs.nytimes.com/2012/11/12/rethinking-the-just-war-part-2/
https://archive.nytimes.com/opinionator.blogs.nytimes.com/2012/11/12/rethinking-the-just-war-part-2/
https://archive.nytimes.com/opinionator.blogs.nytimes.com/2012/11/12/rethinking-the-just-war-part-2/
https://archive.nytimes.com/opinionator.blogs.nytimes.com/2012/11/12/rethinking-the-just-war-part-2/
https://archive.nytimes.com/opinionator.blogs.nytimes.com/2012/11/12/rethinking-the-just-war-part-2/
https://archive.nytimes.com/opinionator.blogs.nytimes.com/2012/11/12/rethinking-the-just-war-part-2/
http://www.justsecurity.org/65997/do-moral-judgments-of-war-support-the-principle-of-combatant-equality-what-empirical-studies-tells-us/
http://www.justsecurity.org/65997/do-moral-judgments-of-war-support-the-principle-of-combatant-equality-what-empirical-studies-tells-us/
http://www.justsecurity.org/65997/do-moral-judgments-of-war-support-the-principle-of-combatant-equality-what-empirical-studies-tells-us/
http://www.justsecurity.org/65997/do-moral-judgments-of-war-support-the-principle-of-combatant-equality-what-empirical-studies-tells-us/
http://lieber.westpoint.edu/separation-between-jus-in-bello-jus-ad-bellum/
http://lieber.westpoint.edu/separation-between-jus-in-bello-jus-ad-bellum/
https://www.journals.uchicago.edu/doi/10.1086/649218%23_i3
https://www.journals.uchicago.edu/doi/10.1086/649218%23_i3
https://www.journals.uchicago.edu/doi/10.1086/649218%23_i3
https://www.journals.uchicago.edu/doi/10.1086/649218%23_i3
http://www.link.springer.com/article/10.1007/s11572-020-09555-4
http://www.link.springer.com/article/10.1007/s11572-020-09555-4
http://www.link.springer.com/article/10.1007/s11572-020-09555-4
http://www.link.springer.com/article/10.1007/s11572-020-09555-4
https://www.cambridge.org/core/terms
https://doi.org/10.1017/S0892679424000121
https://www.cambridge.org/core


 Fabre’s “fittingness test”: “There should be some fit between the costs which agents, as individuals, are
liable to incur for acting wrongfully and their degree of moral responsibility for their actions.” Fabre,
“Guns, Food, and Liability to Attack in War,” p. .

 This, for Carolina Sartorio, is reason to reject the idea that causation comes in degrees. A civilian either
causally contributes to hostilities or does not. See Carolina Sartorio, “More of a Cause?,” Journal of
Applied Philosophy , no.  (July ), pp. –.

 Because of this uncertainty, the lowered threshold for participation in war, and the value of protecting
civilians, combatants ought to exercise restraint in making such assessments and assume civilian immu-
nity unless direct participation is very clear. Also, a restrictive interpretation of the legal rules could help
protect civilians who contribute to the war effort to a lesser degree.

 For an account of the benefits of using civilian volunteers to enhance military capacities, and the sug-
gestion that European countries proactively cultivate and optimize civilian participation, see Ulrike
Franke and Jenny Söderström, “Star Tech Enterprise: Emerging Technologies in Russia’s War on
Ukraine,” European Council on Foreign Relations, September , , ecfr.eu/publication/star-tech-
enterprise-emerging-technologies-in-russias-war-on-ukraine/.

 Sabbagh, “Ukrainians Use Phone App to Spot Deadly Russian Drone Attacks.”
 This is especially the case as some of these apps, like Diia, are very common since they are used for

other purposes as well. For such reasons, it has been argued that when citizens use these apps to par-
ticipate in hostilities, the burden of proof falls on the civilian, who has to make clear that direct par-
ticipation in the hostilities has ceased. See Schmitt and Biggerstaff, “Ukraine Symposium.”

 As Kubo Mačák suggests, “The interpretation of the applicable law in this area is far from settled, and
there are signs that some militaries might take more permissive views than those proposed in this piece.
This would expose numerous civilians to grave risk of harm during armed conflict.” Mačák,
“Civilianization of Digital Operations.”

 Ibid.
 Ministry of Digital Transformation, quoted in Lukasz Olejnik, “Smartphones Blur the Line between Civilian

and Combatant,”WIRED, June , , www.wired.com/story/smartphones-ukraine-civilian-combatant/.
 “New App Lets Civilians Help Shoot Down Drones and Missiles in Ukraine,” Jerusalem Post, October

, , www.jpost.com/international/article-.
 Of course, it might be that civilians are aware and willing to take these risks, as one Ukrainian civilian

formerly with the armed forces said in a personal conversation at a conference in the Hague. See also
Janina Dill, Marnie Howlett, and Carl Müller-Crepon, “At Any Cost: How Ukrainians Think about Self-
Defense against Russia,” American Journal of Political Science (forthcoming).

 For a legal grounding of such responsibility, see Dan Maurer, “A State’s Legal Duty to Warn Its Own
Civilians on Consequences of Direct Participation in Hostilities,” Articles of War, Lieber Institute,
West Point, February , , lieber.westpoint.edu/states-legal-duty-warn-civilians-consequences-
direct-participation-hostilities/.

Abstract: The Russia-Ukraine war demonstrates the crucial role of technology in modern warfare.
The use of digital networks, information infrastructure, space technology, and artificial intelligence
has distinct military advantages, but raises challenges as well. This essay focuses on the way it exac-
erbates a rather familiar challenge: the “civilianization of warfare.” Today’s high-technology warfare
lowers the threshold for civilian participation in the war effort. A notable example is the widespread
use of smartphone apps by Ukrainian civilians, who thereby help the armed forces defend against
Russian aggression. Through the lenses of international humanitarian law, conventional just war
theory, and revisionist just war theory, this essay evaluates the normative dimensions of such civil-
ian participation. The analysis shows that civilians can lose their legal protections when they use
these apps to directly participate in hostilities, and this loss of immunity can be justified by
Michael Walzer’s conventional just war theory. Revisionism, however, puts the justness of the
war at the forefront, and so sheds doubt on the moral liability of Ukrainian civilians.
Considering the broader implications, including the blurring combatant-civilian distinction, indi-
cates that such civilianization of warfare should not be welcomed; the risks will often outweigh
the benefits. At a minimum, states ought to exercise restraint in mobilizing civilians and inform
them of the implications of their actions.

Keywords: Ukraine, armed conflict, warfare, new technologies, international humanitarian law, just
war theory, civilianization
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